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[lporpaMmMHan
nnatpopmMma KSE

Mbl npegnaraeMm cospeMeHHytlo SCADA-nnaTpopMmy, KoTopas:
COOTBETCTBYET OTpac/ieBbIM CTaHAapTaM HedpTerasoBom NPOMbILLNEHHOCTH
MMeeT MHOXECTBO YCMelHbIX BHEAPEHUN B NPOeKTax aBToMaTmu3aumnm

MPOMbILLTEHHOCTU



[N K-Copr [N K-Copr

UHXUHNPUH VHXWUHUPUHI

MPOrPAMMHAS MNATOOPMA KSE DBAnalyzer Runtime
Diagnostic Tools MHOro3KpaHHbIN
MHCTPYMEHThI KoMMyHiKa- nHTEPpENC
BC E BK” qu E H O ANarHoCTKu LLMOHHaA cpena
Bce Heob6xoanMoe fOCTYMHO «n3 KOPOGKUN». TpeHabl, COBbITUS, arperaTsl, MporpaMMHas Studio
NCTOPUS, BCTPOEHHbIE BUBTMOTEKN rPadUUYECKUX INEMEHTOB AOCTYMNHbI ANS Report ?”ap“’“"
MCMOMb30BaHMA NPU peanuaaumnn cuctem ACY3, ACLY3, ACTY3, ACY30. A P nnatpopma KSE [penasl
esigner
TEXNOAOOEPXKA OreTa server Mrewmocxem
MpoTokonsbl
Komnnekc ycnyr, nocpeactsoM KOoTopbix OO0 «K-CopT UHXXMHUPUHT>» MOd%JSé%ZC UA, Control
ob6ecneunBaeT BCECTOPOHHIO NOOAEPXKKY NMoNb3oBaTenein NporpaMMHOro AP Panel
NpoayKTa: 06HOBNEHME, rapaHTUINHOE 06CTyXXUBAHME, TEXHUYECKas NoaaepXxKa, O L30BATEN LK W LesonacHocTs
3KCTPeHHasa NoaaepyKka, 4OCTyn K base 3HaHUI. e nueHans
BbICTPAA YCTAHOBKA
OOMH OMCTPUBYTUB Ha BECb MaKeT MPUNOXEHW, BXOAALWMX B MPorpaMMHyio DyHKLMM obecnedeHns BCTPOEHHBIN KITMEHT OTOBPaXeHMs
nnatpopmy KSE. Pasmep auctpmbytunsa: 200 MB, BpeMsi yCTaHOBKM — MeHee 5 6esonacHocTy rpapu4eCKnX TPEHNOB
MUHYT. MIcnonb3oBaHue B NPUIOKEHUAX pa3MepoM oT 1 Tera go 100 ThiC. TEros.. BCTPOEHHbIN pefakTop OTYETOB BCTPOEHHbIN KITUEHT OTOGPaXeHns
T’MBKOCTb BCTPOEHHbBIN MHCTPYMEHT KOHTPONS cobeiTn
uenoctHocTtm MO SCADA MoLwHasa cTygma onsa pa3paboTku:

Bo3MoO)XHOCTb agantaunm CUCTEM ynpaBnieHUs, CO34aHHbIX C MOMOLLbIO
MporpamMMHoun nnatdopmel KSE, nog cneunduydHble TpeboBaHmMsa 3akasumka nim
UMeIoLWMNCSA NapK annapaTHoro obecrievyeHus.

NTMUEH3NOHHAA NONMTUTUKA
Mo3sonseT nogo6paTth ONTUMANbHOE PELleHNe ANA KaXAoro KnneHTa. JinueHsns APXNTEKTYPA CNCTEMbDI

HY>KHa TOJ/TIbKO Ha cepBep, TakKMM 06pa3oM KONMYECTBO KJIMEHTOB (Cpenbl
pa3paboTKu, cpenbl UICMONHEHUA Runtime) He orpaHnYeHo.

Mcnonb30oBaHMe B KauecTee MHEeMOCXeMbI, CKPUMTbI, OT/IafKa

TpaHcnopTHOro npoTtokona OPC UA

POCC M M C KM M rl PO M 3BO.D,MTE” b YcTpolicTBa Modbus TCP CepBep
- - Modbus H' - -
MporpamMMHaa nnatdopmMa KSE BHeceHa B EQUHBIN peecTp POCCUNCKMNX opcua | APMpi BHewwHue
I'IporpaMM. 3 : i CUCTEMbI
CepBepr OPC DA KoHpurypaums CobbiTna @ OPC UA
OPCDA s ’
OCHOBHbIE BOSMOXHOCTU B B BEEE
—
]
CepBepbl H' OPCUA 3HaueHus AnapMmbl UcTopust @
KnneHT-cepeepHas apxutekTypa Monnepykka BEKTOPHOM rpaduKu OPCUA srasen
. MporpamMHasg nnatpopma KSE
XpaHeHune Bcex KoHoUrypaumm BcTpoeHHasa nogaepxka A3bika B2l bop
N UCTOPUYECKUNX 3HAYEHUNI nporpamMmmmpoBaHua LUA
OCYLLECTBNAETCS B €AUHOWN AP| cepBepHbIX O6BHEKTOB KnueHT-cepBepHaa apxuTekTypa, PesepBunpoBaHuMe cepBepoB
BCTPOEeHHon B[] MCMNosib30BaHME B Ka4yecTBe M
odbus-KNMeHT
Bo3MOSKHOCTL NOCTDORHMUS BcTpoeHHas 6ubnmoteka TpaHcnopTHOro npotokona OPC UA
P rpapuyecKmnx KOHTPOIOB ANA OPCDA-KNueHT

OTKa30yCTOMYMBLIX KOHPUTypaLunm peanuaaummn cuctem ACY3, ACY3 OPCUA-cepBep, OPCUA-KNNEHT

BbicOKONPOM3BOAUTENBHbIN PesepBunpoBaHmne KINNEeHTCKNX
apXnBaTop OaHHbIX NPUNIOXEHUM
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UHXUHNPUH

CNCTEMHbIE TPEBOBAHUA

MuHMManbHble: 2¢, 21Ty, 416, 1206

OC: Win 10pro, Win Srv 2019, PEL] OC*
* B pa3paboTke

CPEOA PASPABOTKWU

18t KSE Platform Studio

File Edit View Debug Format Tools Window Help

== Dw s s

imeStamp & X

PekoMeHpayeMmble: 4c¢, 2T, 8 16,
12016

Server Explorer

1 local tagPath = InputArguments[@]

2 local tag = Context:GetTag(tagPath)

3 if tag == nil then return nil end

4 if tag.value == nil then return nil end
k)

[

7

2

Context:Require('lib/utilslib’)
local localZoneOffset = get timezone_offset(os.time())*tps
local time = os.date('%d.%m.%Y %H:%M:%S", startDateTime + tag.Value*tps)

e

» W@ ElectronTest

» B events

b @ GenerateAlarms

» @ generateEvent

b B KCPO (©0HOBBI 35T03aNYCK MPOSEPKY LENOCTHOCTH M10)

1@ local folder = tag.Parent b s
11 v WL
12  local timeStamp = nil » b
130 if tag.SymbolicName == 'SecondsCurrent' then v W Lists
14 timeStamp = folder:GetTag('TimeStampCurrent') » @ Login
15 | end 4 ' MetrologicalParameters (MeTponoris)
160 if tag.SymbolicName == 'SecondsPrevious' then {} AdChanges
17 timeStamp = folder:GetTag('TimeStampPrevious') { ) CreateTags
18 | end { } ReportMessage
19 {# SecondsToTimeStamp (Cerynasi cMVK & AaTa/Bpens)
za? if timeStamp ~= nil then { } UpdateHistoricValues
21 folder-RennrtFuent('SecondsTaTimeStamn ' 122 "device ' tac Parent Parent SuvmhnlicName N folder ' - v op
4 »
192.168.20.169:4840 (KSE Platform 3.4 (Standard) - admin)  fJobs icalPar ameters/SecondsTt + 0 Permissions (Hactporika npas nofsosarenei)
» W PLC
Alarm & Events L » B PLCStop
Server Server Date/Time ~ Severity Source Message » W@ ProductType
1095 192,165, 192.168.20.169:4840 (KSE Platform 3.4 (Standard) - admin) 2021-09-02 15:12:04.256 1|/ message 15362 - + W Reports (OTuers))
#192.168. 1| i 192.168.20.169:4840 (KSE Platform 3.4 (Standard) - admin) 2021-09-02 16:12:04.221 11|} type OP_KL  agrbum & + ' Song
1005 1521887  192.168.20.163:4840 (K5E Platform 3.4 (Standard) - admin) 2021-09-02 16:12:04.136 2 02.09.2021 19:12:01.603 | OCTPOB NS&. MOAY/b ™ ' : STOPASN
4« » b i vss
Alarm &Events Data Command | Output ' : 2”*”"“"5

PepnakTop MHEMOCXeEM
PepakTop ckpunToB

YoobHble cpeacTBa OTnaakm
NPUNOXEeHUs

BO3MOXHOCTb
MHOIOMO/Ib30BaTENbCKON
pa3paboTku

Moppeprkka paspaboTku rno cetn
(cTyoma ncnonb3lyeT MNPOTOKON
OPC UA onga nogknoyeHus K

cepBepy)

Mol Hble U MPOCTbIe cpencTea
pe3epBHOro KOMMPOBaHUSA
N BOCCTAHOBJIEHUSA OaHHbIX

NHCTPYMEHTbI 018 CO3aaHNSA
BCTPOEHHbIX rpapuyeckmnx
KOHTPOJIOB

BO3MOXHOCTb NOCTPOEHUS
MHOIO3KpPaHHbIX UHTEPENCOB
onepaTopa

[ K-CooT

VHXWUHUPUHI

APXMBATOP OAHHbIX

BblCOKONPOM3BOAUTENBHbIN
apXmMBaTop OaHHbIX: XPaHEHME,
arpernpoBaHue, NpenocTaBneHne
LOaHHbIX

Moppepykka arperaTtoB COrnacHo
cneundpukaumm OPC UA

MHEMOCXEMBbI

[. g(-Cpo T Musan  Jarmw  Cosas KSE Platform

XpaHeHune Bcex KoOHUrypaumm
N UCTOPUYECKNX 3HAYEHUI
OCYLLECTBNAETCA B €QVHOMN
BCTpoeHHoW B[]

TexHonorusa History CatchUp

Oruets XKypHan Toanas Metio 29.04.2021 Ipynna - AqMUHBI 8

CcoBbiTHiA 08:53:01 ViBaros U.W.
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« paasspen  voows  Toewom forsipewn oo
1 M 26.04.2021 16:55:00.648. JB 50-164-01.2 /ABTOMAT OTKNIOUEH! 29.04.2021 08:50:46.433 JB 152-154

29.04.2021 08:50:46.433 JB 152-154
20042021 085048433 I8 162188
20042021 085040403 38 152161
1 20042021 085040433 S8 15276
29.04.2021 08:50:46.433 JB 152-185

MNMoanepy)kka BEKTOPHOM rpadukm

BcTpoeHHaa 6ubnuoTeka
rpadunyecknx KOHTPOOB

API

Bo3MOXXHOCTb peanmnsaunm
NoNb30BaTEeNIbCKUX KITMEHTOB
(NpepocTaBNAEeTCA NOMHbIN OCTYN
K cepBepy NoCpencTBOM BHELLIHENO
API)

MNpepocTaBneHne NHCTPYMeHTa OJie
cOo3[aHusA/paclnpeHns GUGNMoTeKn
BCTPOEHHbIX rpadrnUecKmnx
KOHTPOJIOB

MonHbIM ooCTYN K MOOeENu
NPUTOXEHUS NOCPEACTBOM
CKpUNTOB



K-Cog)T

UHXUHNPUH

TPEHODI

BCTpOEHHbIN KNMEHT oTobpaXkeHus
rpadpunyeckmnx TpeHOoB (Tekylue
3Ha4yeHUs, NICTOPUYECKUE 3HAYEHMNSA)

fatann  Cesiab Mna

KSE Platform

BCcTpoOeHHbIN KNTMEHT oToBpaXkeHus
ocumunnorpamMmmsl P3A

XKypHan

Orersl 29.04.2021 Ipynna - AQMuHBI 8

Tpenas! Metio

cobbIThil 08:53:01 UBaHos U.W.
992 (apamerpn % M2e0a0 15

Onvcanme: Onpoc: 29.04.2021 03:51:23.590  Hassamme
Vnnynicuast TpyGka paTunka P-232 7 JB-02-10
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29.04.202108:50:46.433  JB 152-154
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VHXWUHUPUHI

COBbITUA

BCTpPOEHHbIN KNUEHT oToBpaXkeHns
aBapUMHbIX U NMpegynpeguTenbHbIX

cobbITUN (TeKyLme cobbiTUS,
NCTOPUSA COBBLITUIN)

20.04202108:5046433  JB 152154

20.04202108:5046433  JB 152158 Duty-Liukn: 0%

20.04.202108:50:46433  JB 152-161
20.04202108:5046433  JB 152176
29.04.202108:50:46.433  JB 152185

Yeraska orniodenms: 20°C
Yeraska skniovenms: -20°C
Pexuw: Mo TemnepaType TpyGbI

BCTPOEHHbIN KITMEHT OTOGPaXXEeHNS
anapMoB

OTYHETDI

BCTPOEHHbIN pefakTop OTYETOB

dopMmMpoBaHME OTYETOB MO
TpeboBaHUIO UK MO pacnucaHuio

PY-10kB (1, 2 CLLI)

MpOoCMOTp OTYETOB B cpene
NCMOJTHEHNS
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ESOMNACHOCTb

CoBMecTuMocTb ¢ 10 Kaspersky
Industrial CyberSecurity
noaTBepXAeHa 3asBlieHneM

o0 coBMecTumMocTu ot AO
«JlabopaTopuna Kacnepckoro»

BCTPOEHHbIN MHCTPYMEHT KOHTPOSSA
uenocTtHocTu MO SCADA

23:00-00:00 g

DyHKUMM obecrneveHuns
6e30MacHOCTU: KOHPUTYypnpoBaHue
CNOXXHOCTU Napons, UCTopuUS
XpPaHeHNs naponewu
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FTEOrPA®UA BHEOPEHUW

HoBonopToBckoe
MecTopoXaeHusa

O O Meccosixckue MecTopoXaeHus
O Ta30BCKOE MECTOPOXAEHNE

EH - AAxuHcKoe

MECTOpOXAgHMe O: O Beperosoe MeCTOPOXAeHNe

HoBbIn YpeHrown

YaTbINnbKUHCKOE

MecTopoXAeHue O HOpy6ueHo-ToxoMcKoe
- MECTOPOXAeHMe
O CaHkT-MNeTep6ypr O KpacHOMMEHMMHCKOE POKA O YasHauHcKoe
e O KyloM61HCKoe MecTopoXaeHue
MEeCTOpOXAeHMe
O Mepmb
O HwxHuit Hosropo Q Tiomens QO Taitwer
O Mocksa
Omck
HoBoKyW6bileBcK O Yoa O
CbiapaHb OO O Canagat O MpKyTCK
Mo3bipb
(Benapycb) O REESICE O Opck

O TamaHb

HAM OOBEPAIOT

& -
C@M TPAHCHE®Tb C@msnpnm [ nykoun

KOHTAKTDbDI

www.k-soft-spb.ru

TEXHUYECKAA NMOOOEPXXKA: OTOEN NPOOAX:
+7 (812) 383 56 14, BH. 431 +7 (812) 383 56 14, BH. 279
support@k-soft-spb.ru sales@k-soft-spb.ru

Mpn HEOBXOANMOCTU MONYUNTb AUCTPUBYTUB N OOKYMEHTALMIO ONA O3HAKOMIEHUS
HeobxoaMMo 06pPaTUTLCA B CNYXXOY TEXHUYECKOW MNOALEPKKN.



